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1
Decision/action requested

This document proposes a new solution on control plane based provisioning to the TR 33.857. SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TR 33.857, v 0.6.0.

3
Rationale

This contribution proposes a new solution on control plane based provisioning to the TR 33.857.
4
Detailed proposal

***
BEGIN OF CHANGE
***
6.Y
Solution #Y: Control plane based provisioning: PS to AUSF

6.Y.1
Introduction

This solulution addresses Key issue #2 “Provisioning of Credentials”.

The architecture of this solution is illustrated as Figure 6.Y.1-1. It is assumed that the domain of the PS has trust relationship with the O-SNPN.
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Figure 6.Y.1-1: Architecture of control plane based provisioning: PS to AUSF

6.Y.2
Solution details
6.Y.2.1
Procedure
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Figure 6.Y.2.1-1: Control plane based provisioning: PS to AUSF

1. A successful authentication has been performed among the UE, the Onboarding Network and the DCS. The UE and the AUSF store the KAUSF.

2.
The AMF sends an Authentication_Notification to the PS of the UE, including the AUSF ID of the AUSF which stores the KAUSF.

3-4.
The PS shall invoke Nausf_UPUProtection service operation message by including the UPU Data to the AUSF indicated by the AUSF ID received in the last message to get UPU-MAC-IAUSF and CounterUPU as specified in sub-clause 14.1.4 of TS 33.501[2]. If the PS decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the PS shall set the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in sub-clause 14.1.4 of TS 33.501[2].

The details of the CounterUPU is specified in sub-clause 6.15.2.2 of TS 33.501[2]. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the PS to verify that the UE received the UE Parameters Update Data correctly. 

5.
The PS shall invoke Nudm_SDM_Notification service operation, which contains UE Parameters Update Data, UPU-MAC-IAUSF, CounterUPU within the Access and Mobility Subscription data. If the PS requests an acknowledgement, it shall temporarily store the expected UPU-XMAC-IUE. 

6.
Upon receiving the Nudm_SDM_Notification message, the AMF shall send a DL NAS Transport message to the served UE. The AMF shall include in the DL NAS Transport message the transparent container received from the PS.

7.
 On receiving the DL NAS Transport message, the UE shall calculate the UPU-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.19) on the received UE Parameters Update Data and the CounterUPU and verify whether it matches the UPU-MAC-IAUSF value received in the DL NAS Transport message. If the verification of UPU-MAC-IAUSF is successful, the UE shall update its stored parameters with the received parameters in PS Update Data.

8. 
If the PS has requested an acknowledgement from the UE and the UE has successfully verified and updated the UE Parameters Update Data provided by the PS, then the UE shall send the UL NAS Transport message to the serving AMF. The UE shall generate the UPU-MAC-IUE as specified in Annex A.20 and include the generated UPU-MAC-IUE in a transparent container in the UL NAS Transport message. 

9.
If a transparent container with the UPU-MAC-IUE was received in the UL NAS Transport message, the AMF shall send a Nudm_SDM_Info request message with the transparent container to the PS.

10. 
If the PS indicated that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the PS shall compare the received UPU-MAC-IUE with the expected UPU-XMAC-IUE that the PS stored temporarily in step 5.
Editor’s Note: Whether hop-by-hop confidentiality protection of credentials is enough is FFS.
Editor’s Note: How UDM in SO-SNPN gets provisioning data is FFS.
Editor’s Note: If PNI-NPN credential is certificate, what is included in UPU data is FFS.
6.Y.3
System impact

A new reference point between PS and AUSF has to be defined
Editor’s Note: Further system impact is FFS.
6.Y.4
Evaluation

The credentials provisioned by the PS are known to the O-SNPN.

Editor’s Note: Further evaluation is FFS.

***
END OF CHANGE
***
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